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MINIMUM SYSTEM REQUIREMENTS

e PC with Windows XP 32 bit, (Service Pack 2 or higher), Windows 7 (32 and 64 bit).
e Pentium 2 GHz processor

e RAM Requirements: 2 GB minimum

e 50 MB free Hard Disk Space (capture file size is limited only by disk size)

e USB 2.0 High Speed enabled port

DECLARATION OF CONFORMITY (EU)

We hereby declare that all essential radio test suites have been carried out for the BPA 500 Dual Mode Bluetooth
Protocol Analyzer and that it is in conformity to all essential requirements of the directive 199/5/EC.

The conformity assessment procedure referred to in Article 10 and detailed in Annex Il or IV of Directive
1999/5/EC has bee followed with the involvement of the following Notified Body (ies):

BABT, Forsyth House, Churchfield Road, Walton-on-Thames, Surrey, KT12 2TD, UK

See complete Declaration of Conformity (DOC) document at:

http://www.fte.com/docs/DECLARATION OF CONFORMITY - BPA 500.pdf
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PURPOSE

This document is designed to get your data capture and analysis feet wet. What we are going to do in
this guide is go through one of the data capture methods available in BPA 500. We will explain how to
set up devices, install hardware, configure BPA 500, and capture data for each one. In later sections you
will see how to use BPA 500 to analyze the captured data.

What this document does not do is cover all methods of data capture or data analysis for BPA. We
wanted to provide a solid foundation for early success in capturing data and using some of the tools to
view and analyze what you capture.
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INTRODUCTION

® ®
The BPA 500 Dual Mode Bluetooth Protocol Analyzer combines and displays Bluetooth low energy
and classic data in Frontline's intuitive display, simplifying and accelerating the debugging process. With
Dual Mode, engineers can capture and display live data streams from both Bluetooth low energy devices
and Basic Rate/Enhanced Data Rate (BR/EDR) “Classic” Bluetooth devices within a single interface and in
a single graphical coexistence view.

You have six general options with BPA 500.

e Classic- low energy Air Sniffing uses one BPA 500 ComProbe’ to sniff Classic and low energy
data.

e Classic/low energy/802.11 Air Sniffing (optional) uses one BPA 500 ComProbe” to sniff Classic,
low energy, and additional hardware to sniff 802.11 data.

e High Speed Serial Sniffing is used to monitor data going between a Host and Host controller,
BPA 500 includes a set of custom cables for Serial RS-232 sniffing. Using HCl sniffing in
conjunction with air sniffing, a complete picture of the Bluetooth transmission can be captured.

e SDIO Sniffing (optional) captures and decodes Bluetooth and SD/SDIO/SPI/MMC data.

e USB HCI Sniffing captures data via UART transports for debugging Host to Host Controller issues.

e The Virtual Sniffer is a live import facility within BPA 500 that makes it possible to access any
layer in a stack that the programmer has access to and feed this data into the Virtual Sniffer.

For this document we will assume that you have already loaded the device drivers and installed the
software for BPA 500. If our assumption is correct, you can move to the next section and we will get
started. If, however, you haven't installed drivers and software, you need to stop here and follow the
Software and Device Driver installation Instructions included with the software to take care of
installation.
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HARDWARE INSTALLATION/COMPROBE PLACEMENT

Attaching Antennas

When you remove the ComProbe from the box, the first step is to attach the antennas (Figure 1).

Figure 1

CLASSIC
Sync RF

Ready External
Clock

1. Attach antennas to "RF" under LE" and "RF under Classic".

Connecting/Powering ComProbe

Once you have attached the antenna, the next step is to power up and connect the BPA 500 ComProbe
to the computer.

2. Insert the power cable (DC connector) from the AC adapter into the "Power" port on the
ComProbe (Figure 2).

Figure 2

In  Out Digital /O USB | Power

Probe

3. Plugthe AC adapter into the AC power source.

AC Adapter Details:

ECOPAC (UK) POWER LTD, Switch Mode Power Supply —
Model: 3A-181WP09

P/N: T3508ST

Input: 100-240V~, 50-60Hz, 0.6A

Output: +9V-2.0A
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4. Insert the "USB cable" into the USB port on the ComProbe (Figure 3).

Figure 3

In  Out Digital /O ||_USB |[Power

Probe

IMPORTANT NOTE: The ComProbe WILL NOT function properly when only the USB is plugged in. The AC
power must also be connected.

5. Insert the "other end of the USB cable" into the PC.

6. The next thing to do is to turn on the devices that you want to test.

7. Finally, position the BPA 500 ComProbe between the devices.

IMPORTANT NOTE: It is easier to sync and then capture data if the devices are somewhat separated
because Bluetooth adjusts power levels on devices that are in close proximity, which can affect the
ability to sync and the quality of the trace. Also, don't place the BPA 500 right next to the computer;
close proximity to the computer could cause some interference.
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OPENING/SELECTING DATA CAPTURE METHOD

Now that the devices are on, the ComProbe fired up and positioned correctly, the next step is to open
BPA 500 and select the data capture method.

1. Open "BPA 500" from the Start menu or from the Desktop folder.

2. Select "Frontline BPA 500".

The Select Data Capture Method dialog appears (Figure 4).

Figure 4

# (1 Classic/low enengy A Sndfing ClassicNow ersigy i Srdfirg
% (0] Classie/low energy/8012 11 Ax Sriffing [optional]

# (] High Speed Senal Srdtng [optional)
*
*
*

=1 SDI0 Srafing [optional]
(] USE HOI H2 Sniffing [opbional)
] Vitual Snfing

[ Concel | [ Heb |

Notice that the six sniffing methods that we identified in the Introduction are displayed here:

e (Classic/low energy Air Sniffing

e Classis/low energy/802.11 Air Sniffing (optional) Requires optional hardware
e High Speed Serial Sniffing (optional) — Requires optional hardware

e SDIO Sniffing (optional) Requires optional hardware

e USB HCI H2 Sniffing (optional) — Requires optional hardware

e Virtual Sniffing
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3. Expand the tree for Classic/low energy Air Sniffing (Figure 5).

Notice the options available for each method. If you click on an option, a short description appears on
the right of the dialog.

Figure 5

Select Data Capture Method....

| Classic/low energy &ir Sniffing.

(.3 Combined Connection [Classic/low energy]

= Classic/low energy/802.11 Air Sriffing [optional]

80211
802 11 /Clazsic/ow energy Coexistence
={21 High Speed Serial Sniffing [optional)
; HCI - BCSP
HCI - H4
HCl - H4DS
HCI - HS
H5U
=23 SDIO Sriffing [optional)
€3 Blugtooth 5010
=23 1USE HCI H2 Sniffing (optional)
i USE ComProbe Il, Bluetaath HCI
IUSB ComPrabe I, USE
=3 Wirtual Sniffing
€ FTS Side

[ Cancel ] [ Help ] Create Shortout When Run

As we mentioned earlier in the Introduction, in this guide we are going to select one of the options (the
most commonly used), explain how to configure the software, prepare the hardware, capture the data,
and analyze the results. So, let's get started.

4. Select "Combined Connection (Classic/low energy)".

5. Select "Run".
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BPA 500 will open with the Control Window (Figure 6) and the BPA 500 datasource dialog (Figure 7)
visible.

Figure 6

¥ BPA 500 - BPAS00
Fila View Live Opbiors Window Halp

2P0 H Y PRARNMMLISHH

Corfiguration: Classic; Bhsstooth low energy

e fmt e e Hjﬂ. e R e

Figure 7

¥ BPA 500 datasource El = El
Fie Views EPASO0 Hep

@ U DHHO
Devices Under Tesk | Device Dakabase | EPAS00 Irformation

@ storees

0 coicsine (h-O0ADC0GI0N7)
() Clossc Master | 0000000000008)
[[] Akamate Clock Syncheorezation

w
: D [N ol o walh Classic dewices o w
~

Claszic Enciyplion

Hone bt

LE Enciyplion
Long Tesm Ky PINOORE dats:

e

Friished guerving For Firnmears ids
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SETTING UP BPA 500 DATASOURCE

There are three tabs on the BPA 500 datasource dialog. Most of the configuration will be done on the
Devices Under Test dialog, which we will look at in a moment. Before that, let's take a quick look at the
two other dialogs.

Device Database

The Device Database (Figure 8) contains information about the devices that have been discovered or
entered by the user.

Figure 8

¥ BPA 500 datasource EEX)

Fils View BPA500 Help
N HOY

Dwaces Uindar Test | Devioe Database | BPASDO Information

BD_ADDR  Frendy Mams  Services Classof Dewes  Sevice/COD | Pared BD_ADDR  Paped | 5
00000, || [ 000000 | | |
0000000 . 10000

alill

=

o BPA, S ComProbes connected.

There are several things you can do on the Device Database dialog.

e When you select the Discover button, BPA 500 lists all the discoverable Bluetooth devices.

e When you select a device from the list, then click Select, the information is transferred to the
Devices Under Test dialog.

e You can delete records one at a time by selecting the record, then selecting Delete.

e You can also delete all the records by selecting Delete All.

o Select Close to close the dialog.

e The Help button brings up more Help information.
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There is really nothing to do with this dialog right now, so let's move to the BPA 500 Information dialog.

BPA 500 Information

The BPA 500 Information dialog (Figure 9) displays information about devices and firmware.

Figure 9

File View BPAS500 Help
@ U DNHO
Devices Uinder Test | Device Databass | BPAS00 Information

ronszs

[ Update Frmwware... ]

Femweare Version:  EBPA S00 low energy 157 (24-Feb-11) (BPA S00 low snergy)
EPA 500 Classic (FT5 inkeanal)

Cuperying For Fimwars ids

Frushed guer For Brnmiars ids,

There are several pieces of information on this display:

e The current firmware is displayed under Firmware Version.
o If you want to make sure the most up-to-date list of devices is shown, select Refresh Device List.
e If you want to load the latest firmware, you select the Update Firmware button.

You can take a look at the electronic help files to learn more about updating firmware and refreshing the
device list, but for now we really don't need to do anything with this dialog. What we need to
concentrate on is the Devices Under Test on the next page.
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Devices Under Test

The Devices Under Test dialog (Figure 10) has all the setup information the analyzer needs in order to
synchronize with the piconet and capture data. The analyzer requires information on the clock
synchronization method and the device address of the devices that you want to test.

Figure 10

¥ BPA 500 datasource Fli=l.3]
Fi= Vieww EPASO0 Hep

@I DHHO
Devices Under Test | Davios Databass | BPASDO Information
e Stopped

3' Classic: Slave: |[0x000000000007]
ﬂ' Classa Master, | [(h0000000000E)

L
':) LE Davice: | STRTTEET ey
-

[ ] Akemate Clack Syncheorization
Claszic Enciyplion
Hone W
LE Enciyplion
Long Tesm Key PIN/OOE dats

Abvanced. . ﬂ

'mﬁm firmware ids.

You can choose to capture data using:

e Dual Mode - Combination of Classic (BR/EDR) and low energy
e C(Classic (BR/EDR) only
e |ow energy only

Let's take a quick look at how to set up a basic configuration for each one.
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Dual Mode

BPA 500 is designed to capture classic Bluetooth and low energy at the same time. In order to do that
you have to make several configuration settings.

Figure 11

$ BPA 500 datasource =3

Fiiz Views EPASD0 Help
@ L DPHO

Bevices Under Test | Davice Datsbase  BPASO0 Informeation

@ -

ﬂ Classic Slave: |[(000000000C07) 3
-
g' Classaz Master, ||Ox000000000008] v
[] Adernate Clock S ynehoorezaton
Classic Enciyption
L Hone W
LE Enciyplion
Leng Teem Ky PINADOE data

Specifying the Bluetooth Device Address (BD_ADDR)

The analyzer needs to know the Bluetooth® Device Address (BD_ADDR) for the Slave. You can specify
the Bluetooth Device Address in multiple ways.

1. Select the Bluetooth Device Address (BD_ADDR) for Classic Slave: from a list of available devices
from the Device Database. You can also type in the address as a 14 digit hex number. The "0x"
is automatically typed in by the control. Any device entered this way is added to the Device
Database.
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Figure 12
Classc Slave: 4 ~
Mo Clatsae Sraffirg D
Classic Master; [<~Other Deviceg...
{0 D0000000000T)
{000 1cec!1Taa)
s Encryplion | 0001 3335¢02/2)
w (0002314504 32}
= (CocD000000HH008)
yplion

2. Select the Bluetooth Device Address (BD_ADDR) for Classic Master: from a list of available
devices from the Device Database. You can also type in the address as a 14 digit hex number.
The "0x" is automatically typed in by the control. Any device entered this way is added to the
Device Database.

Figure 13

Clazsic Slave: | |0O00000000007) w

Clepeic Master: [ERUUULTTUTVEVH] w
Iﬁjlt vath Firct Masher
] {-—Dither Devices.
Emeryplion |, no0000000007)
1 {0001 coct 1T ae
1 {(0x001243538a2(2)
| (w0023t 50 3t2)
1

¥

ot FE

Important Note: You do not have to enter a Master Address. If you do not enter a Master address,
Frontline will follow the first connection made from the selected Slave. If a Master is selected, Frontline
will only capture a connection made between the designated Master and Slave.

Also, generally you will not use Alternate Clock Synchronization, so it should be left unchecked. Using
the pairing process described above, you will sync successfully almost every time. If you cannot sync
using the steps above, contact Technical Support for additional help on how to use Alternate Clock
Synchronization.

Note: You can select the Swap button :) to exchange the Master and Slave addresses. The button is
only active if there is an address for both the Master and Slave. You can use the button when the dialog
is static or "on the fly", when you are attempting to sync. The button will only work "on the fly",
however when the color of the ComProbe icon is green, indicating that the application is waiting for the
piconet to form or reform.

3. Specify the "BD_ADDR for the LE Device" by selecting "Sync with Classic Devices Only". By
doing this, the low energy device will follow the first Classic Master that requests a response.
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Figure 14

LE Dervicer | Sy vt (latiar davaces anly w

Classic Encryption
Figure 15

Classic Encryplion
FiM Code [ASCI] w0000

Bluetooth” devices can have their data encrypted when they communicate. Bluetooth devices on an
encrypted link share a common link key in order to exchange encrypted data. How that link key is
created depends upon the pairing method used.

There are four encryption options in the I/O Settings dialog.

e None

e PIN Code (ASCII)
e PIN Code (Hex)
o Link Key

You are able to switch between these methods in the I/0 Settings window. When you select a method,
a note appears at the bottom of the dialog reminding you what you need to do to successfully complete
the dialog.

e First, you can choose None as the encryption method when neither of the devices has
encryption enabled.

e The second and third ways are to use a PIN Code to generate the Link Key. The devices generate
link Keys during the Pairing Process based on a PIN Code. The Link Key generated from this
process is also based on a random number so the security cannot be compromised. If the
analyzer is given the PIN Code it can determine the Link Key using the same algorithm. Since the
analyzer also needs the random number, the analyzer must catch the entire Pairing Process or
else it cannot generate the Link Key and decode the data.

Example:
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If the ASCII character PIN Code is ABC and you choose to enter the ASCII characters,
then select PIN Code (ASCll) from the Encryption drop down list and enter ABC in the
field below.

If you choose to enter the Hex equivalent of the ASCII character PIN Code ABC, then
select PIN Code (Hex) from the Encryption drop down list and enter 0x414243 in the
field. Where 41 is the Hex equivalent of the letter A, 42 is the Hex equivalent of the
letter B, and 43 is the Hex equivalent of the letter C.

Note: When PIN Code (Hex) is selected from the Encryption drop down list, the Ox
prefix is entered automatically.

e Fourth, if you know the Link Key in advance you may enter it directly. Select Link Key in the
Encryption list and then enter the Link Key in the edit box. If the link key is already in the
database, the Link Key is automatically entered in the edit box after the Master and Slave
have been selected. You can also pick Choose Pair from Device Database to select a Master,
Slave and Link Key from the Device Database.

4. Select an Encryption option.
5. Enter a value for the encryption.

LE Encryption

Figure 16

LE Enciyption
Long Tem K FINAOOE data
6. Enter the Long Term Key for the LE Encryption.

The Long Term Key is similar to the Link key in Classic. It is a persistent key that is stored in both devices
and used to derive a fresh encryption key each time the devices go encrypted.

7. Enter a PIN or out-of-band (OOB) value for Pairing.
This is extra information that can make the pairing process more efficient and consistent.

Note: If you use Copy/Paste to insert the Long Term Key , Frontline will auto correct (remove invalid
white spaces) to correctly format the key.
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Classic Only

The analyzer needs to know the Bluetooth® Device Address (BD_ADDR) for the Slave. You can specify
the Bluetooth Device Address in multiple ways.

1. Select the Bluetooth Device Address (BD_ADDR) for Classic Slave: from a list of available devices
from the Device Database. You can also type in the address as a 14 digit hex number. The "0x"

is automatically typed in by the control. Any devices entered this way is added to the Device
Database.

Figure 17

Classc Slave, [IEIOCTTI W

Mo Clazes: Sriffrg D
Clazsic Masher |~ ther Devicas:
{OxDO000O00000T)

{0001 cocl 11Tae)
s Emcapplion | (o001 363546212}
(00023450832}
[ ]

W

2. Select the Bluetooth Device Address (BD_ADDR) for Classic Master: from a list of available
devices from the Device Database. You can also type in the address as a 14 digit hex number.

The "0x" is automatically typed in by the control. Any device entered this way is added to the
Device Database.
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Figure 18

Cllazsic Slave: | |(RO00000000007) w
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Important Note: You do not have to enter a Master Address. If you do not enter a Master address,
Frontline will follow the first connection made from the selected Slave. If a Master is selected, Frontline
will only capture a connection made between the designated Master and Slave.

Also, generally you will not use Alternate Clock Synchronization, so it should be left unchecked. Using
the pairing process described above, you will sync successfully almost every time. If you cannot sync
using the steps above, contact Technical Support for additional help on how to use Alternate Clock
Synchronization.

Note: You can select the Swap button :) to exchange the Master and Slave addresses. The button is
only active if there is an address for both the Master and Slave. You can use the button when the dialog
is static or "on the fly", when you are attempting to sync. The button will only work "on the fly",
however when the color of the ComProbe icon is green, indicating that the application is waiting for the
piconet to form or reform.

3. Select "No LE Sniffing" from the LE Device drop-down (Figure 19).

Figure 19

) Cosssic Stave [(0000000000007)

D) L Devis: [T v '
€)' Clocsic Mavter (0000000000008 v 0

Classic Encryption
Bluetooth devices can have their data encrypted when they communicate. Bluetooth devices on an
encrypted link share a common link key in order to exchange encrypted data. How that link key is
created depends upon the pairing method used.

To learn more, look at the description of Classic Encryption on the previous pages within the discussion
of Dual Mode. The settings would be the same.

4. Select an Encryption option.

5. Enter a value for the encryption.
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That takes care of the setup for Classic only. Next let's look at how to capture low energy data only.

Bluetooth low energy only
Finally, you can use BPA 500 to sniff low energy by itself.

1. Select "No Classic Sniffing" from the Classic Slave drop-down (Figure 20).

2. Specify the BD_ADDR for the LE Device by selecting "Sync with First Master" (Figure 20).

By using this setting, you will capture LE advertising traffic and the sniffer will follow (and lock onto)
the first connection it sees.

Figure 20
(5 TSRS o Clasic Srilfng] v

. LE Device: | Sync with st Master v
9 Clagse Mashe

LE Encryption

The Long Term Key (Figure 21) is similar to the Link key in Classic.
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Figure 21

LE Enciyption
Long Temm Kew FIHADDE data

It is a persistent key that is stored in both devices and used to derive a fresh encryption key each time
the devices go encrypted.

3. Enter the "Long Term Key" for the LE Encryption.
In low energy Encryption there are two extra pieces of information that you can use in pairing:

e PIN
e OQut-of-Band (OOB) data

In the case of PIN Entry, the extra information is a six digit (or less if leading zeroes are omitted) decimal
PIN which can be entered in the field.

In the second case of out-of-band (OOB), there is a 16-digit (hexadecimal) code which the devices
exchange via a channel that is different that the low energy transmission itself. This channel is called
out-of-band and therefore the code is called out-of-band data.

On off-the-shelf devices we cannot sniff the OOB data, but in the lab you may have access to the data
which is exchanged through this other channel. Therefore, we allow you to input either a six (or less)
decimal digit PIN or a 16 hexadecimal digit code in this field.

4. Enter a PIN or OOB code (Optional).

That's it for the setup. Now you are ready to capture some data.
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START SNIFFING

So, now we have our ComProbe installed, devices turned on and identified in BPA 500. It's time to sniff
the communication between the devices.

1. Select "Start Sniffing" on the Datasource dialog from the toolbar or from the BPA 500 menu
(Figure 22).

Figure 22

File  Wiew Help

. @ Start Sniffing
¥ BPA 500 datasource g \.} [

File - Yiew BPA SO0 Heb

a I _;;\ ﬂa E 0 Devices |

2. Begin the pairing process between the devices (Only if you are using Classic or Classic/low
energy. Low energy by itself does not require that devices be paired.)

As data is being captured, the Status message at the top of the window indicates the synchronization
status of the BPA 500 ComProbe . Also, the color of the ComProbe icon changes depending on the
synchronization state. There are four states:
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Blue =running and in sync with the piconet.
Green = running and waiting for piconet to form or reform
Red =initializing

White = stopped.

O 6 66

When you are capturing data, there are several important concepts to consider.

e Files are placed in My Capture Files by default and have a .cfa extension. Choose Directories
from the Options menu on the Control window to change the default file location.

e Watch the status bar on the Control window to monitor how full the file is. When the file is full,
it begins to wrap , which means the oldest data will be overwritten by new data.

e C(lick the Stopicon 8 to temporarily stop data capture. Click the Start Capture icon again to
resume capture. Stopping capture means no data will be added to the capture file until capture
is resumed, but the previously captured date remains in the file.

34
e To clear captured data, click the Clear icon =%,

e [f you select Clear after selecting Stop, a dialog appears asking whether you want to save the
data.
0 You can click Save File and enter a file name when prompted .
0 If you choose Do Not Save, all data will be cleared.
0 If you choose Cancel, the dialog closes with no changes.

e [f you select the Clear icon while a capture is occurring:
0 The capture stops.

0 Adialog appears asking if you want to save the capture
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O You can select Yes and save the capture or select No and close the dialog. In either case,
the existing capture file is cleared and a new capture file is started.
0 If you choose Cancel, the dialog closes with no changes.

If you have done everything correctly, you will start capturing data. In the next section we will explain a
little about the many different options you have for viewing and analyzing the data. Go to the Analyzing
Data section next in this guide to learn how to use Frontline analysis tools.

ANALYZING DATA

Control Window

First of all, we have the Control window, which appears as the small rectangular window at the top of
your screen (Figure 23).

Figure 23

% BpA 500 -
File Yiew Live Options ‘Window Help
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Configuration: Classic; Bluetooth low energy

Capture Status: | @) Mok Ackive (Capture ko Single File) | M/&  used Utlization: 0% Slave 0%  Master Events: 0

BPA 500 is organized around this window. The Control window allows you to control data capture and
access the other windows used to view data.
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While there are a number of dialogs you can use to analyze the data, let's look quickly at some of the
options you have.

Frame Display

Click the Frame Display icon |E on the Control window toolbar to open Frame Display (Figure 24).

Figure 24
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Protocol Tabs

The Frame Display adds a tab to the top of the Summary Pane for every protocol found in the in the
data. You can click on these tabs to filter on the protocol. Protocols are also arranged by technology
groups. When the same protocol appears in multiple technologies, the data will be displayed in
separate groups. For example, if there are Classic, low energy, and/or 802.11 data, they will be
displayed within a Classic, low energy, and 802.11 group. Clicking on a protocol tab within a group
shows all packets for that protocol and technology. The groups are arranged from top to bottom as
General, Classic, low energy, and 802.11. They are also color-coded: General/Gray, Classic/Light Blue,
low energy/Light Green, and Wi-Fi/Orange..

If a protocol appears in multiple technologies, then a tab for that protocol will appear in the specific
technology group and in the General group.

Select the Unfiltered tab to display all protocols. The Unfiltered tab is automatically selected when
multiple protocols are being filtered-in using other filtering methods.

There are several special tabs that appear in the Summary Pane when certain conditions are met.
These include:

o Bookmarks appear when a bookmark is first seen.
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e Errors appear when an error is first seen. Errors include decode errors (failure of Verify
methods), DRF error bits, and PDA complaints about decoders
(CFrameConstructor::AddCompilingErrorMessage). The Errors tab is displayed in red.

o Info appears when a frame containing an Information field is first seen.

o A shown technology has the icon to the left of the first row. A hidden technology has the icon to
the right of the first row of the general tab group.

The new tabs disappear when the capture buffer is cleared during live capture or when decoders are
reloaded, even if one of the new tabs is currently selected. They subsequently reappear as the
corresponding events are detected.

Panes
Frame display allows you to see an amazing amount of information from your protocol. The Frame
Display is divided into panes, where each pane shows a different view of the data.

e The Summary pane (Figure 25) stretches across the top of the display. Each line in the Summary
Pane represents one frame, except when running in one of the USB HCI Sniffing modes where
each line represents one transaction.

Figure 25
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e The Decode pane (Figure 26) contains a detailed decode of the frame/transaction selected in
the Summary pane, and is located on the left side of the Frame Display window.
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Figure 26
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e The three smaller panes on the bottom right of the Frame Display show the data in hex, binary
and ASCII (Figure 27). The user can choose to have these panes show the data in other radixes or
character sets. Select any field in the Decode pane and the corresponding bit(s) or byte(s) will be
selected in the data panes.

Figure 27
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Frame Errors
Frame numbers in red indicate an error in the frame. Select the frame, and look at the top of the Decode
pane to determine the type of error.

Scrolling versus Static View

Click the Lock/Resume icon to have the Summary pane scroll to always show the latest frames
captured. Click the Lock/Resume icon again to stop the Summary pane from scrolling.

Protocol Tabs
The frame display has a series of Protocol Tabs that allow you to filter on a specific protocol quickly and
easily. For more advanced filtering option please consult the online Help.
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Data Extraction

You use Data/Audio Extraction to pull out data from various decoded Bluetooth’ protocols. Once the
data are extracted, you can save them into different file types, such as text files, graphic files, email files,
.mp3 files, and more.

1. You access this dialog by selecting Extract Data/Audio from the View menu or by clicking on the

icon from the toolbar % .

2. Choose a checkbox or checkboxes on the left side of the dialog to identify those profile(s) from
which you want to extract data (Figure 28).
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Figure 28
DatalAudio Extraction Settings El
Salecy
EIAWP ~
ngp SCO0/=SC0 Dptions
DFT? Wil Shresms ac
[JHCRP {) Tweo Moo Files
L]HF (%) O Stmema Fle
[IHs
ngfp [¥] Cormvert fv-Law and jlaw to Linear PCM
|
[¥]SCO/eSCO _ CVSD & ahways converted
[15FF F [ Add Sersce packets
==

It's important to note that if there is no data for the profile(s) you select, no extracted file is created.

3. If you want the file(s) to open automatically after they are extracted, select the Open File(s)
After Extraction checkbox.
Note: This does not work for SCO/eSCO.

4. Click on a radio button to write the streams as Two Mono Files or as One Stereo File. This is for
SCO/eSCO only.

5. Select the checkbox if you want to convert A-Law and p-law to Linear PCM.
CVSD are always converted to Linear PCM. It's probably a good idea to convert to Linear PCM
since more media players accept this format.

6. Select the Add Silence packets to insert the silence packets (dummy packets) for the reserved
empty slots into the extracted file. If this option is not selected, the audio packets are extracted
without inserting the silence packets for the reserved empty slots. This option is active for
SCO/eSCO only.

7. Select Extract.

A Save As dialog appears (Figure 29).
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Figure 29
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The application will assign a file name and file type for each profile you select in Step 1 above. The file
type varies depending on the original profile. A separate file for each profile will be created, but only for
those profiles with available data.

8. Select a location for the file(s).
9. Click Save.

The Data Extraction Status and Audio Extraction Status dialogs appear (Figure 30). When the process is
complete the dialogs display what files have been created and where they are located.

Figure 30

:ﬂ_ai_inn._!t_cl_u _BIpopFlpﬂpmel‘ihs,da

Bip data ewfraction statted

File C:\Drocuments and Seitings\tab\D eskhopidata estiaction’
Bip data exdracton fished

Bpp data edraction stated

File C\Docurents and Seltings\tab\D esklophdats exbacton
Bipp data eraction frashed

Fip data exdraction stabed

Audio Extraction Status - BipBppFtpOppProfile. ..

Fia \Documants snd Sefti
Fip data exdraction fnished

Fip data exraction stai

ybAD eskiophdal B

Fie \Documents and Settngs\tab\Deskiogd

Fip dsta exdraction frished

Fip data ewiraciion statted

Fie \Documents and Deskiophd

Fip data exdraction frushed

Shatus:;

[Fila Type: One Stesen File

Pathc C:\Ds

ik

Fienams

Status  Fomat  Oulput

Processing Frame: 540 (1005%]

CA\Documents and Sellings\tab\Desklophdaia edraction\BieBppFIpDppProfdes(BPF1) Unkswn

Fename to. |

Paocessing Frame: Done (NN ANANNHANRNNANRRORANRARANIRDORNANRNNG|

If you selected Open Files(s) After Extraction, the files open automatically.
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10. If you did not select this option, you can open a file by simply double-clicking on the name.

11. When you are finished, select Close to close the dialogs.
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Message Sequence Chart

The Message Sequence Chart (MSC) displays a concise overview of a Bluetooth connection, highlighting
the essential elements of the connection. At a glance, you can see the flow of the data, including role
switches, connection requests, and errors. You can look at all the packets in the capture, or filter by
protocol/profile. The MSC is color coded for a clear and easy to use view of your data (Figure 31).

Figure 31

& MSC - motorala_hvl_enc.cfa

ARAELANQOCEZB RS

All Layers | Ctrl Summary MNon-Msg Summary BB LMP | L2CAP

[Frame#  [Time i mM| | BBM | | BB_S | | wps
3,255 12:29:52.757629 - > A
[LT_ADDR=1, SEQN=1, ARQN=0 ]

HW¥1 [Packet Status: Unsupported Packet [=0]
[LT_ADDR=1, SEQN=1. ARON=0 | ]

3,256 12:29.52. 268893

HW1 [Packet Status: Unsupported Packet [=0]
[LT_ADDR=1, SEQN=1, ARGN=0 ]

3.257 12:29:52.280132

HY1 [Packet Status: Unsuppaorted Packet [=0]
[LT_ADDR=1, SEQGN=1, ARGN=0]

3,258 12:29:52.291396

DM1 [Packet Status: CRC Error [=0])
3,259 12:29:52 313898

[LT_ADDR=1, LLID=L2CAP:s/nf, SEQN=1, ARQN=0)

DM1 [Packet Status: CRC Error [=0])
[LT_ADDR=1, LLID=L2CAP:s{nf, SEQN=0, A-.FI1I]N=I1 ]

3,260 12:29:53.001386

|~
|~

Packats:

How do | access the chart?

You access the Message Sequence Chart by selecting the icon IEI or MSC Chart from the View menu
from the Control Window or Frame Display.

What do | see?

Along the top of the dialog are a series of tabs, which will vary depending on the protocols.

All Layers BB LMP  L2CAP AVDTP AVDTP Signaling AZDP
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Clicking on a tab displays the messaging between the master and slave for that protocol (Figure 32). For
example, if you select RFCOMM, you will see the messaging between the RECOMM{M} Master, and the
RFCOMM({S} Slave.

Figure 32

RFCOMMIM] RFCOHM@

SABM

¥

[ Channel=Signaling, Length=0 )
4
[ Channel=Signaling. Length=0 )

RFCOMM signaling channel created
——————

Note: The Non-Message Summary tab displays all the non-message items in the data and the Ctrl
Summary tab displays the signaling packets for all layers in one window in the order in which they are
received. The information in the colored boxes displays general information about the messaging.

When you position the mouse over the message description, you will see an expanded tool tip (Figure
33).

Figure 33
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How do | navigate in the dialog?
You can use the navigation arrows at the bottom and the right side of the dialog to move vertically and

horizontally. You can also click and hold within the dialog, which brings up a directional arrow that you
can use to move left/right and up/down.
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Search

The Message Sequence Chart has a Search function that makes it easy to find a specific type message
within the layers.

You access this dialog by selecting the Search icon ﬂﬂ or F3, the Search dialog appears (Figure 34).

Figure 34

Select layer and message

From this dialog you can search for specific protocol messages or search for the first error frame. To use
the dialog:

1. Select one of the protocol tabs at the top of the dialog.

2. Open the Search dialog using one of the three methods.

Note: If you select All Layers in Step 1, the Protocol Layers drop-down list is active. If you select any of
the other single protocols, the Protocol Layers drop-down is grayed out.

3. Select a specific Protocol Message from the drop-down list (Figure 35).

Figure 35

i Select layer, and message
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Protocol Message: AYDTP
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Ok ] [ Cancel

4. Once you select the Protocol Message, click OK.
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The Search dialog disappears and the first search result is highlight in the Message Sequence Chart
(Figure 36).

Figure 36

JP  RFCOMM OBEX BIF  FTP
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profile created
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If there is no instance of the search value, you see the following dialog (Figure 37).

Figure 37

FTS48T

Once you have set the search value, you can 1) use the Search Previous @ and Search Next ﬂﬂ
buttons or 2) F2 and F3 to move to the next or previous frame in the chart.
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PER Stats

The Packet Error Rate Stats (PER Stats) Plug-in provides a dynamic graphical representation of the
Packet Error Rate for each channel (Figure 38).

Figure 38
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Packet Error Rate Stats assist in detecting bad communication connections. When a high percentage of
re-transmits, and/or header/payload errors occur, careful analysis of the statistics indicate whether the
two devices under test are experiencing trouble communicating, or the packet sniffer is having difficulty
listening.

Generally, if the statistics display either a large number of re-transmits with few errors or an equal
number of errors and re-transmits, then the two devices are not communicating clearly. However, if the
statistics display a large number of errors and a small number of re-transmits, then the packet sniffer is
not receiving the transmissions clearly.

e Each channel contains a bar that displays the number of packets with no errors in green, packets
with Header Errors in red, packets with Payload or CRC errors in dark red, and Retransmitted
packets in yellow.
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When you select a channel, detailed information for that channel is displayed in the expanded
channel chart on the upper right.

e The number of packets with no errors is displayed in light green in the bar chart.

e The number of packets that have header errors is displayed in red in the bar chart.
e The number of payload errors is displayed in dark red in the bar chart.

e The number of re-transmits is displayed in yellow in the bar chart.

e When you select the in the upper-right corner, the bar chart is replaced by a pie chart
(Figure40). To return to the bar chart, click on the channel again.

Figure 39

In the Scroll bar captured data begins to appear on the left and fills the width of the bar, left to
right.

The vertical bars in the Scroll Bar each indicate a fixed duration. When data first appears in the
Scroll Bar as it is being captured, each bar equals one second. When the data fills the bar,
reaching the right side limit, the last bar moves back to the center of the Scroll Bar. The bars
stay the same size, but doubles in duration (for example, the first time the Scroll Bar fills, the
bars return to the middle, but now each bar represent two seconds of time instead of one).
Each time the bars cycle to the middle, the time they represent doubles.

FFT

The Viewport is used to select single or multiple vertical bars . Clicking on a vertical bar left

justifies the Viewport to that bar. You can drag the sides of the Vlewport or the slider buttons
w w

to select multiple bars, representing a greater time range.

You can click and drag the Viewport within the Scroll Bar.
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The Bluetooth Timeline displays packet information in a main timeline that can display data over
different periods of time and also in graph and chart form. Instead of just raw numbers and characters,
the Timeline displays when packets occur, their speed, type, their payload, errors, retransmits, and more

(Figure 41).
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You access the Bluetooth Timeline by selecting the icon from the Control Window or Frame Display

toolbars or Bluetooth Timeline from the View menus.
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Timeline

The timeline displays multiple rows of time, from left to right, top to bottom, just like a book.
Information for the Master and Slave are shown on separate lines. Each packet type is a different color.
The packet and corresponding color are shown on the legend (Figure 42).

Figure 41
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Legend

This legend identifies the color coding found in the timeline (Figure 43).

Figure 42

Indicators

There are three throughput indicators (Figure 44).

Figure 43
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e Average throughput is the total payload over the entire session divided by the total time.

e 1-Second Payload Throughput is the total payload over the most recent one second of duration.

e Average Throughput for a selected packet range displays the data for a single packet when you
select that packet from the Timeline.

Throughput Graph
Payload Throughput over Time shows throughput over a period of time in a graph (Figure 45).

Figure 44
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/
There is also a low energy Timeline . Itis very similar to the Bluetooth Timeline.
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The Coexistence View displays Bluetooth® and the 802.11 channels frequencies in one view or

separately (Figure 46).
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You access the Coexistence View by selecting the icon |from the Control Window or Frame Display
toolbars or Coexistence View from the View menus.
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Timeline

In the Timeline you can see what packets were being transmitted, when they were transmitted, and
how they relate to each other (Figure 47).

Figure 46
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You can see Classic Bluetooth and Wi-Fi together in the 2.4 gigahertz range, the Bluetooth channels
being blue and the Wi-Fi being orange, or you can view only Wi-Fi in the 5 gigahertz range. The packets
are color coded, which you can match up to the Legend to see the packet type.

Legend

Any packet type that is seen in the current session is shown in bold in the Legend. When you select a
packet type, the attributes for the packet are highlight in the legend. Blue is for Bluetooth and orange is
for 802.11 (Figure 48).

Figure 47
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Indicators

The throughput indicators show average throughput and One second throughput for both Bluetooth and
Wi-Fi. For Bluetooth these indicators segregate the master and slave values (Figure 49).

Figure 48
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Throughput Graph

The throughput graph displays throughput over time (Figure 50).

Figure 49

You can see a line that displays the packet throughput for Bluetooth and Wi-Fi.You can also see a line
that displays the payload throughput for both Bluetooth and Wi-Fi.
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Display Synchronization

The system synchronizes the display in the Frame Display with the Event Display. Select a frame in the
Frame Display and the other windows automatically update to highlight the bytes in the selected frame.
Select a byte in the Message Sequencing Chart and the Frame Display and Event Display updates to
show the frame containing the byte.

Duplicate Displays

The Duplicate icon creates a second window of the same type, identical to the first. The advantage
of additional Displays is that you can look at two different groups of data at the same time. For
example, you can look at the start of an interaction in one Frame Display and the end of that same
interaction in the other and compare the two.

Bookmarks

Bookmarks let you mark frames of interest so they can be easily found later. Bookmarked frames
appear with a magenta triangle icon next to them except in the Event Display where they appear as a
dashed line around the start of frame marker. You can navigate between bookmarks using the Find
feature or by pressing F2 to go to the next bookmark. To make a new bookmark, right-click on the
frame and choose Add Bookmark from the menu.Searching

You can search for strings or patterns in your data or in the frame decode, for errors, control signal

changes, bookmarks, special events, and time. Click the Find icon to open the Find window. Click
the Help button for more information on the different types of searches.
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TECHNICAL SUPPORT

Technical support is available in several ways. The online help system provides answers to many user
related questions. Frontline’s website has documentation on common problems, as well as software
upgrades and utilities to use with our products.

Web: http://www.fte.com, click Support
Email: tech_support@fte.com

If you need to talk to a technical support representative, support is available between 9am and 5pm,
U.S. Eastern time, Monday through Friday. Technical support is not available on U.S. national holidays.

Phone: +1 (434) 984-4500
Fax:  +1(434)984-4505
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